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T1 - Welcome

Agenda for the session.
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Today’s Lecture

T1 - Welcome
Id Name Text
T1 Welcome Agenda for the session
T2 Introductions - Instructor Personal introduction by the instructor
T3 Digital Thread Brief discussion of the digital thread in a realistic development organization
T3 MBSE Strategy How do we adapt different kinds of MBSE tools for STPA?
T4 ISO/IEC/IEEE 15288 The overall systems engineering workflow
T5 ISO 26262 Integrating STPA into the ISO 26262 functional safety flow
T6 ISO/SAE 21434 Integrating STPA into the ISO/SAE 21434 cybersecurity flow
T7 SAE STPA Task Force Update on the SAE STPA Task Force standards and recommended practices
T8 Questions Question and answer session




T2 - Infroductions -
INStructor

Personal introduction by
the instructor.

B Cfan
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Leaving Pearl Harbor, May 2018

T2 - Introductions - Instructor

May 1, 2018. David Hetherington with US Navy
nuclear officer Ryan Hetherington on the deck
of the USS Theodore Roosevelt (CVN-71) pulling
out of Pearl Harbor during a “Tiger Cruise” to
San Diego.
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Multiple Roles

T2 - Introductions - Instructor

~YY Rk vEF

Asatte Press, Inc
David.Hetherington@asattepress.com

A-P Publishing

hectiemresR 2 people / 5 authors

6 - 2025-11-21-Version 1.0 | Copyright Asatte Press, Inc

55,

System Strategy, Inc

dhetherington@systemxi.com

~20 people
Defense/Commercial

P

S
l Pqﬁs . % E

A

INTERNATIONAL-

Boutique MBSE Consultancy

Industry Groups
David Hetherington@ieee.org

< IEEE

Standards, Industry Working Groups



mailto:dhetherington@systemxi.com
mailto:David.Hetherington@asattepress.com
mailto:David_Hetherington@ieee.org

STPA Task Force

T2 - Introductions - Instructor

SAE STPA
INCOSE Mark Vernacchia oy Task Force
. GM (Retired) -
AUto'T'Ot've Chair of SAE AT SN
Working STPA Task Force John Thomas, MIT Nancy Leveson
Group Author of STPA Handbook Professor MIT
Author of STPA
/ - The STPA Task Force publishes
| SAE J3187 STPA Best Practices
: and the SAE J3307 STPA
: Standard. There is a significant
L I overlap with INCOSE AWG.
lkue Warren | David Hetherington e T S B
UL Solutions | System Strategy, Inc STPA RZ R ;57?4‘7\& SAE J3307
: STPA 1Z#% /A BILET, INCOSE
l _ AWG ¢ KIBICEELTNET,
' Security NS
\ Sub William “Dollar” Young
\ - ubgroup — author of STPA-Sec
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13 - Digital Thread

Brief discussion of the
digital thread in a realistic
development organization.

R E Y 75 B AR S
%TVQwXDvF
Obfﬁﬁbﬁwbiﬁo
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) First — The Requirements

T3 - Digital Thread

The aggregate total of the number of
requirements needed to fully design a car
is far too large to handle effectively only
with spreadsheets and clipboards.

HEEZSEEICKTT AT-OICHER
BHEORKIT. X TTLy Fy— k&
)y TR — R TRRMICAET
ICIFRETEET,

: : : <
Requirements Engineering ONEFORD

- Mechanical ('\. z\. ('\.

Engineering Mechanical Requirements
A 50,000

- Electrical &

Electronics
Engineering ‘
- Software Systems

Engineering '

/

Systems Engineering

- Functions
- Components
- Dependencies

VSEM

Automotive Software Systems Complexity: Challenges and Opportunities
Christopher Davey

Senior Technical Leader

Software & Control Systems Engineering

Global EE Systems Engineering Group

Ford Motor Company

INCOSE International Workshop MBSE Workshop January 26th-28th, 2013

_ AV
- Architectures \ .. /
N

- Sub-Systems
A A

- Software
Engineering

- S/IW Components (L{, ,/,r{, ,/I,'{,

- S/W Memory Maps
- S/W Architecture
* Mechanical Engineering requirements are typically less complex than EE-SW requirements and more stable

* EE-SW System requirement generate many decomposed levels of requirement-specifications that are more

- Features
> R i

dynamic in nature.
» Software Systems Engineering bridges the gap between Traditional Systems Engineering and Software
Engineering, it is an elaboration of the SE principles/practices.
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Relative Weight of Different Automoftive Teams

T3 - Digital Thread

SOFTWARE eaineening

Systems
Engineering

Mechanical

STPA is a support function,

[ ]

E I t I not the central focus of the
e C r I C a automotive development

project.

STPAIZ BEIERRE A =
g roRLTIER LS, Y
/-j_g_ I\il%%ﬁléT\—a_o
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Coarse View of Digital Thread

11

T3 - Digital Thread

Requirements

Tools

System

Modeling
Tools

Ideally, these should all be integrated by

OSLC or by proprietary digital thread tools
(Intercax, ReUse Company)

PLM
Database Tools

CAD

ECAD

Wiring

Harness

a )
Software

In reality there is a blizzard of
spreadsheets flying around.
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STPA — Probably Current Approach

T3 - Digital Thread

CAD

PLM

Requirements

Database Tools

ECAD

Tools

System Wiring
Spreadsheet MOde“ng HarneSS
Tools
/ 4 )
4 STPA B Software
World )

. Activity )
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STPA — Better Approach

T3 - Digital Thread

PLM CAD

Requirements Tools
Database ECAD

Tools

System Wiring

Tools

a )

4 STPA B Software
. World

\Actlwty/ J
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13 - MBSE Strategy

How do we adapt different
kinds of MBSE tools for
STPA?
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MBSE Tools and Languagese

T3 - MBSE S i IS i
trategy We will look at this in

more detail in this
SysML V1.x- presentation.

At least two efforts

SysML V2 are underway here.
Contact me for my
s gener.al app.roz?\ch Arcadia/C la - presentation from
for these will be similar | Arca ia/Capella ERTS2022.

although the underlying
details will be different.

TSI B —AE Purpose-Built /
777 78 —F (3L Tools
TW3B D, IRARRE

FMITEL S, .
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SysML V1 - Create a Profile

T3 - MBSE Strategy

=] z Asatte Press J3307 STPA Profile Model
=[] Asatte Press J3307 STPA Profile

For SysML V1, we will want . / Relations
taoucﬁfﬁjf””;"de' EEmETIE —[] SAEJ3307 - 7.1 Define Purpose (Step 1)
: "] SAE J3307 - 7.2 Model Control Structure (Step 2)
The UML profile is itself a ] SAE J3307 - 7.3 Identify Unsafe Control Actions (Step 3)
special kind of package and [ SAE J3307 - 7.4 Identify Loss Scenarios (Step 4)
can contain other packages. -

Asatte Press J3307 STPA Profile Packages

Lnegiiirdtﬁ:jzfstt::dzmIel SysMLV1 DIZAE. UML 7' H UML 7'B 7 7 1 L BRIZERI A TE
recommend creating a ’ 77 AINEECETIVLELER MDD/ = THY ., DRy

ne T ENENBH Y FG. e HhEHBTENTEET,
package (and profile

diagram) for each STPA step.

A7 7ANEREBL THOIMY PRI LLTEH-HIC, STPART Y 72 &
WXy = (L0777 ANLX) AERNT A LA BEIOL X,
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A Simple Example System

T3 - MBSE Strategy

In order to demonstrate the look of an actual SysML
model using the profile, we will introduce a simple
example system.

Our example system is the “Asatte Press Al Coffee
Vending Machine”.

This vending machine does not have any buttons or
menus to click. Instead, it converses naturally with
approaching customers and prepares their favorite
coffee beverage according to the customer's wishes.

Note: This presentation will NOT include a full STPA
workup of this system. Instead, the system model will
simply show some example views of how the UML
profile would be applied in the modeling tool.
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The Goal is to get to the Requirements Tools

18

T3 - MBSE Strategy

4 )

STPA

5 Activity )

2025-11-21 - Version 1.0

@ %

System
Modeling

Tools

Copyright Asatte Press, Inc

Requirements

Database
Tools

Most MBSE tools (Not just
SysML) have a requirement
construct.

1T & A ED MBSE Y — L
(SysML 7= 17 T7Z2 <) (21
EHEBELDHY £,

Most MBSE tools already
have gateways to integrate
with DOORS, Jama, Visure,
etc...

IT& A E D MBSE Y — L
[Z[X. DOORS. Jama.
Visure 72 & & a9 5 7-
HDT—FT AN TT
IZfgh>TWET,




Step 1- Leverage the SysML V1 Requirement

T3 - MBSE Strategy

By identifying losses, hazards,
and SysML V1 requirements we
automatically benefit from the
already existing gateways
between the SysML V1 tools and
the Requirements Management
tools.

Bk, BE. SysMLV1 E4%
BET DT & T, SysMLV1
V—ILEEBEHEEY —ILED
BEOT -7z A DXy
EBEFRICERTEE T,
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Profile Diagram SAE J3307 - 7.1 Define Purpose (Step 1) [ SAE J3307 - 7.1 Define Purpose (Step 1) ]J

«stereotype»  [Rl
Requirement

[Class]
VAN AN A\

|
SAE J3307 - 7.1 Define Purpose (Step 1)

«stereotype»

Loss

[Class]
«stereotype»

Hazard

[Class]
«stereotype»

System-Level Constraint
[Class]
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Step 1- Add Two Relationships

T3 - MBSE Strategy

Profile Diagram SAE J3307 - 7.1 Define Purpose (Step 1) [ SAE J3307 - 7.1 Define Purpose (Step 1) ])
/ —— | ] | ] | _— l‘
R«sterfaotype» ; () «Metaclass» N
Add two relationships: gy ( Abstraction |
[Class] 7 VY 3
1. A hazard “Can Cause” a loss. R I I
2. A system-level constraint | I I
T SAE J3307 - 7.1 Define Purpose (Step 1) I
Limits” a hazard. I +
I I
While one could attempt to «stereotype» | [ stercotpen I
construct the entire STPA with o I e B I
- . . [Class] [Abstraction]
generic relationships such as «stereotyper I I
“u ” . Hazard «stereotype»
trace”, these two will make (Class] I Limits '
diagrams much more oy | [Abstraction] I
. System-Level Constraint
understandable. They will also f (Class] I |
make it easier to construct custom | I
tables similar to the tables in the | I
STPA handbook. \ /
2O DEIRAEBMLET, . e e e e e _
1. NP —F3EL%x [5I2RITAIEELHS]
2. YRTLLNLOHKIENY—FE [HIRT 2] ,
[FL—X]| BRED—BILBEBRTSTPARRZERT 52 EHTEEIH. INn
- : 2DDBEFBREEMT A LT, IABIEBHDIChh YT <al) £33, £7-. STPAN
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Benefit of Using Requirements

T3 - MBSE Strategy

# Name Text
1 |8 B H1 Human Exposed to Danger Any exposure of a human to danger caused by the system.

2 B B H1.1 Exposure to Scalding Water Human exposed to scalding water.

3 £ H1.1.1 Customer exposed to scalding water. Customer exposed to scalding water.

- ] H1.1.2 Service Personnel Exposure to Scalding Water Service personnel exposed to scalding water.

> B & H1.2 Exposure to High Voltage Human exposed to high voltage.

b £ H1.2.1 Customer Exposure to High Voltage Customer exposed to high voltage.

I £ H1.2.2 Service Personnel Exposure to High Voltage Service personnel exposed to high voltage.

Most SysML tools have convenient features for handling requirements such as automatic hierarchical
numbering of nested requirements. These fit the STPA application perfectly.

«system» 1T & AEDSysMLY —ILIZIE. 2R b INT-BHORENL B
Asatte Press Al Coffee Vending Machine Eﬁ%%{# ‘/j— 725: (\:_\\\ g'ﬁ:ﬂfgffﬁﬁﬂ 725:7[%%%\% 7b€1}%j/) 2 T L\ i —a—o
INOHIESTPAT 7T =23 »ICRETY,
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Benefit of Using Requirements

T3 - MBSE Strategy

< 5 3§ g
/" Can Cause g 3 - E
Some SysML tools have 5 _ oz g 9
convenient “click to set” & £ 3 B g
matrices for mapping S T § §L e
g . =i o tlJ
relationships between " %% %5 §
elements 8 2 8 & E
. o s 9 9 &8
44 — o~ M =
- : nwn O O 4 I
— 8B @D SysML Y — b O
SRS og;:%ﬁ;ﬁ w EST% G [=} [ 7] Step 1b - Identify System High-Level and Refined Hazards 4
Ny EYTTHIDHO = = H1 Human Exposed to Danger
@A [0y o LT : .
D | . [} E=] H1.1 Exposure to Scalding Water
XE] by AD .
T g H1.1.1 Customer exposed to scalding water. 1
° | - [] H1.1.2 Service Personnel Exposure to Scalding Water 1
= E2] H1.2 Exposure to High Voltage
A<atte P o ésy;sftem\); - E=] H1.2.1 Customer Exposure to High Voltage 1/
satie rFress olree
=] H1.2.2 Service Personnel Exposure to High Voltage 1
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¥ Benefit of Using Requirements

T3 - MBSE Strategy

Expressive relationship
diagrams are possible as
well.

KRDENRERR D
R D RIRET Y,

req [Package] Step 1b - Identify System High-Level and Refined Hazards [ Step 1b - Identify System High-Level and Refined Hazards ])

—
—

«Loss» —
1 Z
Injury to Human

Text = "Any injury to a
human." <

\ ~
\

\
\ «Can Cause»

«Can Cause» -
—

K~ ~ _ «Can Cause»

~

«Hazard»
Customer exposed to scalding water.

Id ="H1.1.1"
Text = "Customer exposed to scalding water."

—
—

«Hazard»
Service Personnel Exposure to Scalding

Id="L1" ” «Can Cause» Water

Id="H1.1.2"
Text = "Service personnel exposed to scalding
water."

~
~
~
~

«Hazard»
Customer Exposure to High Voltage

Id="H1.2.1"
Text = "Customer exposed to high voltage."

«system»

«Hazard»

Service Personnel Exposure to High Voltage

Asatte Press Al Coffee Vending Machine | [ _ 122

Text = "Service personnel exposed to high voltage."
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Z¥| Rounding Out Step 1

T3 - MBSE Strategy

In Step 1c we can create system-level
constraints to limit the hazards that could
cause losses.

AT w7 1c Tld, BEZF| =R IT
AIBEE D H B EEEFIRT D702
AT L LRILDOFNZIERRTEET,
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req [Package] Step 1c - ldentify System-Level Constraints [ Step 1c - ldentify System+-Level Constraints ])

«Loss»
Injury to Human . — ~
Id="L1"
Text = "Any injury to a
human."
A~ ~ ~
~
\ ~

\\«Can Cause»

«Hazard»

Customer exposed to scalding water.

Id="H1.1.1"
Text = "Customer exposed to scalding water."

«Hazard»

Service Personnel Exposure to High Voltage

Id="H1.2.2"

Text = "Service personnel exposed to high voltage."

«Limits»

No Exposure to High
Voltage

Id ="Ss2"
Text = "The system
shall never expose

ffffffffffffffff humans to high

voltages."

— - T
«Can Cause» _ — — - \
- - «Hazard» I
Service Personnel Exposure to Scalding |
«Can Causen» Water | Limit
< __________ e i «Limits»
Id="H1.1.2 |
Text = "Service personnel exposed to scalding |
water." |
" \
- «Can Cause» I ‘
~ l ‘
- ~ | «System-Level Constraint»
> I No Exposure to
AR | «Limits » Scalding Water
Customer Exposure to High Voltage I _ _ _ _ |ld="s1"
P
Id="H121" Text = "The system
Text = "Customer exposed to high voltage." eliz |l e e
' humans to scalding
T water."
I
|
I
|
| «Limite» «System-Level Constraint»
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Profile Diagram Step 2 - Basics [ [2] Step 2 - Basics ]J

Step 2 - Basics

T3 - MBSE Strategy

STPA Step 2 contains many concepts
that need to be modeled. In order
to keep the profile readable, we will
use multiple profile diagrams to
assemble this portion of the profile.

STPAR T v 72121&. BTN
WEBEBBEDZHEENTWE
9, TATTFAILEZTZART L
T BT, TDOEDILELED
707 74 IVKEERL THA
TET,

«stereotype»
Block

[Class]

-

+isEncapsulated : Boolean [0..1]

attributes

FAY

AN AR AY

|

In order to set up to
make control
diagrams, we model
the "things" in STPA
as SysML Blocks.

Step 2 - Basics

«stereotype»
Controller
[Class]

«stereotype»
Controlled Process
[Class]

«stereotypen»
Process Model
[Class]

«stereotype»
Control Algorithm
[Class]
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Step 2 — Sensors and Actuators

26

T3 - MBSE Strategy

Profile Diagram Step 2 - Sensors and Actuators [ Step 2 - Sensors and Actuators ])

Sensors and actuators are not
sufficiently described (yet) in SAE
J3307. In the STPA Handbook they
are introduced in Step 2 in footnote
7 on page 25.

- T F 2T —XIZD
W IE. SAEJ3307TlE (£79)
+oIliEBHEE N TWEE A,
STPA/N> K 7 7 Tld, 25—
POBIETID R T v T2 TN
nTuhxd,

=

«stereotype» B
Block "Actor" and "Sensor" already
[Class] exist in the nonnormative

attrib utes SysML extensions. However,
+isEncapsulated : Boolean [0..1] they extend UML "Actor" which
Lo is not quite what we need here.
|
Step 2 - Sensors and Actuators
rh
«stereotype»
Actuator
[Class]
«stereotype»
Sensor
[Class]
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Step 2 — Conftrol Actions and Feedback

T3 - MBSE Strategy

Even though we are going to
want to use these elements in
item flows, we also want the
requirements numbering and
management. As such we will
use “Requirement” rather than
“Block”.

INODEZRZTATLT

O—CT{HERYT 35 FETY D,
BHOESHMHITEEELNE
Td, ZO=H, [7Avy

7] Tldm< [E5] =8
L£9,
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Profile Diagram Step 2 - Control Actions and Feedback [ Step 2 - Control Actions and Feedback ])

Requirement
[Class]
FAN AN

«stereotype» [R|

FAN

Step 2 - Control Actions and Feedback

«stereotype»

Control Action,
[Class] - T =

«stereotype»

Feedback

e — —

[Class]

«stereotype»
Other Input

[Class] ~

_we will generalize SysML
__|requirement to get the

AN

We want these this element to
be number-able and traceable
along with requirements. Again,

numberability. Using
requirements in SysML item
flows seems a little odd from a
SysML point of view, but it
seems to work nicely in the tools.

SAE J3307 - 7.2 Model Control Structure
(Step 2) - Mentioned but not clearly described
in the STPA handbook.

Copyright Asatte Press, Inc




Step 2 — Responsibilities

T3 - MBSE Strategy

Profile Diagram Step 2 - Responsibilities [ [25] Step 2 - Responsibilities ]J

the controller responsibilities.

«stereotype» [Rl

Finally, we close out Step 2 by modeling Requirement

[Class]
a3

page 30 of the STPA handbook.

Here we add a few special relationships
to support the creation of Table 2-2 on

«Metaclass»
Abstraction

F W W

for the process models.

«stereotype»

Note that a rigorous application of STPA Responsibility
will involve developing state machines [Class]

WL TRATYy T 2528TLET,

=&, v hbEO—7—0&EFAET I

ZZTIE, STPANNY K7 27?30
R—I DK 2-2 DIERZE Y HR— b
5=, W DHh DRI
ReBmL £,
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Step 2 - Responsibilities

«stereotype»
State Relevant
[Abstraction]

«stereotype»

Supports Responsibility

[Abstraction]

«stereotype»

Supports System-Level Constraint

[Abstraction]

To —

Copyright Asatte Press, Inc




s Step 2 — Modeling the Confrol

T3 - MBSE Strategy

ibd [System Context] Al Coffee Machine Analysis Context[ Al Coffee Machine Analysis Context ])

control diagram.

First, we can set up the basic

L X9,

£9. ERNLHERZERE

bdd [Package] Step 2 - Basics [ Step 2 - Analysis Context ])

«system context»

Al Coffee Machine Analysis Context

«Controller»
Al Coffee Machine Controller

«Control Algorithm»
Customer Interaction Algorithm

«Process Model»
Customer Interaction State

«Controlled Process»
Customer Interaction

29 - 2025-11-21 - Version 1.0

«Controller»
: Al Coffee Machine Controller

«Control Algorithm» «Process Model»
: Customer : Customer
Interaction Interaction

Algorithm State

«Controlled Process»
: Customer Interaction
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Step 2 — Conftrol Actions and Feedback

T3 - MBSE Strategy

ibd [System Context] Al Coffee Machine Analysis Context[ Add Control Actions and Feeback ] )

Control actions and feedback
items can be added and look
quite natural.

Oy kA= o3k
74—y JIEHZENT
ZENTE, RIZBHIEF
ICEATY,

30

«Controller»
: Al Coffee Machine Controller

«Control Algorithm» «Process Model»
: Customer : Customer
Interaction Interaction
Algorithm State
A 4 A
CA-1 Look for Customer, FB-1 Customer Present,
CA-2 Greet Customer, FB-2 Customer Responds
CA-3 Offer Coffee

«Controlled Process»
: Customer Interaction
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Step 2 — Responsibilities

T3 - MBSE Strategy

Context (State)

Feedback

# ‘ Id ‘ v Name ‘ System-Level Constraint
T R-1 = Protect from Scalding Water ] SC-1 No Exposure to Scalding Water
2 R-2 E=] Protect from High Voltage = SC-2 No Exposure to High Voltage

() Handing Product to Customer
CJ Handing Product to Customer

- FB-10 Liquid Temperature
=] FB-15 Ambient Voltage

Table 2.2: Examples showing how feedback can be derived from responsibilities

stm [State Machine] Al Coffee Machine States[ Al Coffee Machine States

BSCU Responsibility

Process Model

Feedback

Billing for
Service

Actuate brakes when requested
by flight crew [SC-6.1]

Braking is requested by flight
crew

Brake pedal applied

Pulse brakes in case of a skid
(Anti-skid) [SC-6.2]

Aircraft is skidding

Wheel speeds
Inertial reference unit

Waiting for
Customer Handing
Product to
Customer
Greeting :
Customer Prpiggﬂ Ztg

Identifying
Desires

Automatically engage brakes on
landing or RTO (Autobrake) [SC-
6.1]

Aircraft landed
Takeoff is rejected

Weight on wheels
Throttle lever angle

The tool can be used to
automatically generate a table
similar to Table 2.2 on page 30 of
the STPA handbook.
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Step 3 - UCA

T3 - MBSE Strategy

Profile Diagram Step 3 - UCA[ |z Step 3 - UCA ]J

We can use an enumeration to
add an attribute to the UCA to
identify which kind of UCA it is.

Since we need a property to
represent the UCA type anyway,
we can represent the other
relationships by stereotype
properties as well.

This approach makes it easy to set
attributes directly in a table, but
does not support showing
relationships in a requirement
diagram.

«stereotype» [R|
Requirement <«

[Class]
AN
Step 3 - UCA
«stereotype»
Unsafe Control Action IRl S
[Class] Controller Constraint
Class
attrib utes [ ]
+UCA Type : UCA Types
+UCA Source : Controller
+Affected CA : Control Action
+UCA Context : State
+UCA Hazards : Hazard [0..%]
«valueType» LE]
UCA Types
1. Not providing the control action leads to a hazard.
2. Providing the control action leads to a hazard.
3. Providing a potentially safe control action but too early, too late, or in the w rong order.
4. The control action lasts too long or is stopped too soon.

2025-11-21 - Version 1.0 | Copyright Asatte Press, Inc ZD Z é_'_ bif % i —g—o
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Step 4 — Loss Scenarios

Profile Diagram SAE J3307 - 7.4 ldentify Loss Scenarios (Step 4) [ SAE J3307 - 7.4 ldentify Loss Scenarios (Step 4) ]J

T3 - MBSE Strategy

Requirement
[Class]
Fay

«stereotype» [§]

I

/—\_’I‘EE % - SAE J3307 - 7.4 Identify Loss Scenarios (Step 4)
SEFIKINT
3/ 3 ‘/ o I\ — < X «stereotype»
Loss Scenario
s |
@D a& E é 7ha 7L~: {E\S'E [Class]
N e 17 ° attrib utes
/ j_ U j_ j 7 +Loss Scenario Archetype : Loss Scenario Archetypes
O—F %) <
-j— 75: /éﬁﬁ [J «valueType» [E
L \ i 'a_ o Loss Scenario Archetypes
Class 1 - Unsafe Controller Behavior
Class 2 - Unsafe Feedback/Information
Class 3 - Unsafe Control Execution
Class 4 - Unsafe Process Behavior

See: STPA Step 4, Building Scenarios, A Formal Scenario Approach, John Thomas :
https://psas.scripts.mit.edu/home/wp-content/uploads/2025/2025-03-24-1300__ Developing_STPA_Scenarios__PUB.pdf

Note that we leverage the improved loss scenario approach:

STPA Step 4, Building Scenarios, A Formal Scenario Approach, John Thomas :
https://psas.scripts.mit.edu/home/wp-content/uploads/2025/2025-03-24-1300 Developing STPA Scenarios PUB.pdf
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T4 - ISO/IEC/IEEE
15288

INTERNATIONAL ISO/
STANDARD IEC/IEEE
15288

The overall systems
engineering workflow

SRTFL TV =T
T DRI T — 0 7
] —
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Systems and software engineering —
System life cycle processes

Ingénierie des systémes et du logiciel — Processus du cycle de vie du
systéme

Reference number
I50/TEC/IEEE 15288:2023(E)

© IS0/IEC 2023
e [EEE 2023




SO/IEC/IEEE 15288

T4 - ISO/IEC/IEEE 15288

ISO/IEC/IEEE 15288 is the central
international standard for systems
engineering.

For STPA, we are interested in two sections of
the standard:

e 5.5.2 System life cycle stages
e 5.7.5 Technical processes

ISO/IEC/IEEE 15288 |, AT L T v =
7YoL EERBREETT,
STPA [ICDWT L, D2 DDtE 7 3
IEB L £9,

« 552 ATLDTATH AT ILERRE

INTERNATIONAL ISO/
STANDARD IEC/IEEE
15288

Second edition
2023-05

Systems and software engineering —
System life cycle processes

Ingénierie des systémes et du logiciel — Processus du cyele de vie du
systeme

Reference number
I50/1EC/IEEE 15288:2023(E)

© ISOfIEC 2023
@ IEEE 2023

INTERNATIONAL ISO/IEC/
STANDARD IEEE
24748-1

First edition
2018-11

Systems and software engineering —
Life cycle management —

Part 1:
Guidelines for life cycle management

Ingénierie des systémes et du logiciel — Gestion du cyele de vie —

Partie 1: Lignes directrices pour la gestion du cycle de vie

Reference number
150/IEC/IEEE 24748-1:2018(E)

© ISO/IEC 2018
© IEEE 2018

e 575N OEX
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EFRICEINIE, INODTA4 754701,

5.5.2 System life cycle stages  #e5@Es7 7y hoa—Lie o

Y7 MCIERETY, LD LESED L,

T4 - 1SO/IEC/IEEE 15288 BEED L H BAREKEEER ITHAICIEE

ISO/IEC/IEEE 15288
lists six key systems life
cycle stages. However,
the list is actually a

reference to
ISO/IEC/IEEE 2478-1.

As defined, these are
perfect for a project
such as an offshore oil
drilling platform.

They do not fit the
automotive business
very well.

L TWEEA,

{ Concept
Development
Production ]

P

~N

v \[ Support
Retirement }

From ISO/IEC/IEEE 24748-1 section 4.3.2 is referenced by ISO/IEC/IEEE 15288:2023 section 5.5.2

{ Utilization
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5.5.2 System life cycle stages (Adjusted)

T4 - ISO/IEC/IEEE 15288

This is an adjusted view
of the life cycle of an
automobile.

Cyber attacks can occur
during any life cycle
phase!

Considering only
“Customer Use” may
be adequate for safety,
but it is NOT adequate
for cyber security.

YA N—EEL T4 7S
ZIINDED T T —XTHF
LT BAEEMEDH Y FE T,

Concept -
Architecture (
Development —
J

Integration ]

\

p
Early Mass
Production Production

\
>4
/

—

|

~— ~

Distribution - "
ustomer . )
and Sales Use H Service H Retwement}
1\

Ideally, a separate STPA workup should be
performed for each lifecycle stage.
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5.7.5 Technical processes — STPA Step 1

T4 - ISO/IEC/IEEE 15288

STPA Step 1

___________________________

Identification of the
system to be built.

i,

Step la - Losses

¥

Step 1b - Hazards

}

{ Step 1c — System-Level

Constraints

38 - 2025-11-21-Version 1.0 |

“What are we building?”

“System Design Goals”

Technical Processes

Business or Mission

Analysis Process
(6.4.1)

Stakeholder Needs and
Requirements Definition
Process(6.4.2)

System Requirements
Definition Process
(6.4.3)

System Architecture

Definition Process
(6.4.4)

Excerpt from Figure 4 — System life cycle processes

Copyright Asatte Press, Inc



5.7.5 Technical processes — STPA Step 2 |#&a 77— Fiv 22X

T4 - ISO/IEC/IEEE 15288

STPA Step 2
Step 2a — Control
Structure

¥

Step 2b — Processes and
Mental Models

v

[ Step 2c — Responsibilities

{

{ Step 2e — Feedback

“Logical Design”

“Required Feebac
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ICEBI TE S Z &/, STPA
DA ELiEADT DT,

System Requirements
Definition Process

“Top-Level Function flow” (6.4.3)

System Architecture

Definition Process
(6.4.4)

Design Definition Process
(6.4.5)

System Analysis Process
(6.4.6)

i~ Excerpt from Figure 4 — System life cycle processes

The airtight identification of required feedback is
one of the major strengths of STPA.




5.7.5 Technical processes — STPA Step 3

T4 - ISO/IEC/IEEE 15288

STPA Step 3 System Requirements
Definition Process

(6.4.3)

System Architecture

Definition Process
(6.4.4)

[ Step 3a — UCAs ]

¥

Step 3b — Controller
Constraints

Design Definition Process
(6.4.5)

System Analysis Process
(6.4.6)

“Design Goals for Controllers”

Excerpt from Figure 4 — System life cycle processes
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5.7.5 Technical processes — STPA Step 4

T4 - ISO/IEC/IEEE 15288

In fact, STPA Step 4 is where System Requirements
the STPA process comes Definition Process

together with the I1SO 26262 (6.4.3)
process. STPA Step 4
essentially sets up the mental
framework to dramatically
increase the effectiveness of
the ISO 26262 HARA step.

STPA Step 4

System Architecture

Definition Process
(6.4.4)

Design Definition Process
(6.4.5)

System Analysis Process
(6.4.6)

{ Step 4 — Loss Scenarios

“Design vulnerabilities”

Excerpt from Figure 4 — System life cycle processes

STPAX 7w 74 /1. STPA 70+ X £ISO 26262 70+ X #5953 X
T v 7CT, STPAX 7 v 74/%, FKEHIIZIZISO 26262 DHARA X 7 v
T DERNE T TREERIIC B dD B T DIEFER e e A R [ F T
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DL ED, STPAD3I DDEM S o
THEEMTE NI T 2T B

5.7.5 Technical processes — Digital Thread | s coameszzsea—

I(CT7 22 B ENEAGEE

T4 - ISO/IEC/IEEE 15288 BYVET,
MBSE Requirements
STPA Process Model/Tool Tool
“System

«Requirement» System
Requirements

«Requirement» Architecture Goals
-

Step 1c — System-Level
Constraints

“Architecture

[ Step 2c — Responsibilities

«Requirement» Logical
Component
Step 3b — Controller - L
: Requirements
Constraints “Logical
Controller
Requirements”

q At a minimum, the three STPA requirement types should be
pushed through to the requirements tool. Actually,
however, it may be useful to push all of the STPA elements
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15 - 15O 26262

Integrating STPA into the
ISO 26262 functional safety
flow.

STPA % 1SO 26262 HEEZL
/£\7 D —C:%)iﬁét/ i—a_o
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ISO

INTERNATIONAL ISO
STANDARD 26262-1

Second edition
2018-12

Road vehicles — Functional safety —

Part 1:
Vocabulary

Vehicules reutiers — Sécurité fonctionnelle —

Partie 1: Vocabulaire

Reference number
IS0 26262-1:2018(E)

o & 150 2018




SAE/ISO 21434 and ISO 26262 Scope Issue

T5 - ISO 26262

P e e - * Both ISO 26262 and ISO/SAE 21434 are scope-limited to
/’ AN “electronics and software”.
/ \ * Both are written around the concept of an “item”, often a
I ! sensor + a controller + an actuator.
| Controller : * No humans.
: Oy hA—7 I | * Forcybersecurity, the humans are important.
I I | * For STPA, we have to model the bigger picture and
I ' include the “item” as a subsystem.
; Actuator :
I Sensor FHF AT —4&
: Y- I |+ 15026262 & ISO/SAE21434 |F &b b, HHN [F
| ' TSRV 7 bz T ] ICREINTLET,
| e EB5b [TAT L] OFFR BREELYT—+ 3
: : YEO—F—+ 70 FaT—X—EHRLIIENINT
: | WE 9,
l I | » ABEIO®ENFER 5N TUL7ELY,
\ Typical “Item” for ISO 26262 I e Y4 NR—kx2UF4TlE. ABLEECT,
\ 150 26262 DA% T A T4 S sTPATI. AR EEFALL. [FATL] &5
S e _ .7 TVATLELTEDLDIHEDNSHY T,
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STPA View of the Item

T5 - ISO 26262

Control Driver Process
Algorithm Model
Control
. Feedback
Actions
Control Feedback . AL Sh——. :
Actions
Controller :
i Control Process E
Other Subsystems | Algorithm | | Model i
i Control l f
i Actions LActuator Sensor Feedback E
Physical Controlled Process
ltem

Vehicle



Start with Systems Engineering — RFLP Overview

T5 - ISO 26262 Notice that “RFLP” is similar

to, but not identical to the ISO
R = Requ irements (g'ﬁ:) 15288 technical process

breakdown.

/RFLP /%1SO 15288 D#%
: ir 704 X PIRICI T &
F = Functional (1#%8E 1Y) I F— TN T S
EREL TS b,

: - ,',‘
X T — 7 7kJLAX — - Stakeholders

L = Logical (;mIEAY)

RECHHAFETH. [R] ZRTHFERE
FEADHYET. [R=ZH] FREF&

;Li L. OEEHAETYT . [R=E P = Physical (q; ‘IFEE/\J) ‘»

K] bRWTT, /=L, [=—X] & -

(r‘é(é;ﬂé HARETT . EAEECTHE#L SR S X T L - Nice System
SAL,
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“¥| Integrate SE, STPA, ISO 26262 Workflow

act [Activity] Integrated STPA, SE, and ISO 26262 Process [ Integrated STPA, SE, and ISO 26262 Process ])

o

| R - Requitements F = Functional : = P .
Develop User B LA E Kle ntfy; P - Physical :

* Most of the integration with STPA . e Nevds Projec Subiyatems. L,

: Develop Initlal Constraints, Describing

T5 - ISO 26262

s =] Allocate the Us
"Black Box" for System Gompli How System s:::yilo;s t:r Real Subsystems
. I I . 3 f I SO System N \ Sre Behaves (No it for Each Logical | _ _ _ _ _
Wi be n pa rtS an d 4 (0] Eoncept with Its Requirements design yet. Subsystems. AL

Environment Just behavior.) Develop RFP Develop Supplier

13

2 6 2 6 2 Requirements Specifications
e STPA process and the I1SO 26262

* One key difference: HARA comes at 'JAJ ¢

all
Systems Engineering Process

process will iterate back-and-forth

the end, not at the beginning. oo (
Define Losses v - 'g:,::{lﬁ‘;";::‘l
Normal Control i Step 4-
v gctons Identsl:;'zk?s afe Develop Loss
3 Control Actions | ———> E:::?:?J?\:::el
e STPAE DEAD KRS L. 1SO . T |
] : N
O) / \ f— é: / \ — T\\ E & 's.gSnztrnITIZ?lgn
26262 3 4 /[T g E l Res pons ibilities

NEI, ) L )

e STPAZ AL X IS0 262627 0+ S
Xl HEICEYRLETIN LT
=y [ l L]

l

«
2 :Part35.4.1b - :Part36.4.4.1-
5 8 ’ v ’ S :Past 46.4.1- :Part464.2- ’

. FRE WL, HARAD =M TlE i - el spaciiaton R
X il LA d YES Technical Mechanisms T s 2
28 unctional Determine Safet s Describe Hazardous

= / ER] Behavior at Safety Goals Re uire,:ems Events <for item>

7’—\ < ,fé ;E % t Z N a a Vehicle Level <for item> b
d\ EX \— — o 2

47 - 2025-11-21 - Version 1.0 | Copyright Asatte Press, Inc



¥ The Concept Has to Come First for STPA

act [Activity] Integrated STPA, SE, and ISO 26262 Process [ Integrated STPA, SE, and ISO 26262 Process ])

T5 - ISO 26262

* Neither STPA nor ISO 26262 can be
done from a blank sheet of paper.

* Are we developing an automobile? A
microwave oven? A swimming pool?
A motorcycle? A passenger bus?

* Once the top-level product concept is
nailed down, STPA Step 1 can
proceed:

* Losses
* Hazards
e System-Level Constraints

R - Requitements )

[ F-Functional : |

e STPADHISO026262%H ., BIEDIREN LIAD S Z £ I1ET
XXt A

e FHRLTLWARDIZBEFETLLOIN?EFL VYT
LEOIN?2RAIVTT—ILTLEIDN?HA—FN
ATLEID?ZENELRENITLLEON?

e by TLRILOBFIVETMHAEE 575, STPA
ATy TUERFET, BENT—FXTLLAR
JL DI
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W . | :Develop Initial |
: Develop Initial
“Black Box"
System
L Concept

User Stories
for System
Interaction

with Its
| Environment

Other

Systems Engineering Process

: Stakeholder
Needs, Project
Constraints,
Compliance,

How System

Develop User

Stories
Describing

=

Behaves (No

Requirements

design yet.

Just behavior.)

Jﬁﬁ

L - Logical : Identify |
Types of
Subsystems.
Allocate the User

Story Flows to
Logical
Subsystems.
Develop RFP
Requirements

—

P - Physical :
Perform Trade
Studies to Select
Real Subsystems
for Each Logical
Subsystem.
Develop Supplier
Specifications

jj

: Develop
Mitigations for
Loss Scenarios
R [
n 3 : Step 2 - '
Def'.smf U Model Control
Ll _ A5 Structure and ) .
| Normal Control iStep 3 ( : Step 4 - R
v getons Identify Uns afe | Develop Loss
. Control Actions Scenarios that
: Step 1 - Identify Hazards | ~ Lead to Unsafe
o that Could Lead to Losses Gomrol Actions |
$ .
2 :Step 2 - Assign |
b Controller —
o Responsibilities
& T
. L
: Step 1 - Q,
Define “Black
Box" System :Step 2 -
Constraints to || Identify
| Prevent Losses | Feedback
T
| [
@ ) [ I . i J J l M
9 :Part35.4.1b - | iPart36.441- | " ™ L -
;8 ltem Hazard T ol :Part464.2- ‘Part36421-
T Requirements, Analysis, pTechnIcaI Safety Hazard Analysis,
ﬁ o Functional Determine Safet Mechanisms Describe Hazardous
] Behavior at Safety Goals Re uire,:ems Events <for item>
g Vehicle Level | <for item> - q -
8 4 g
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Vehicle Level Functional Behavior Comes Next

T5 - ISO 26262

act [Activity] Integrated STPA, SE, and ISO 26262 Process

[ Integrated STPA, SE, and ISO 26262 Process ])

Although it is easy to miss in casual
reading, in Part 3 5.4.1b ISO 26262
requires the functional behavior at
the vehicle level as an input.

STPA likewise requires this level of
definition as an input to Step 2. No

behavior concept? You can’t do STPA.

This information comes from the “F”
step of “RFLP”.

SO EFHOLITTIEREE LA TT AL
1ISO 26262M/X— ~354.1bTld., BEML NI
DOHEBERBIEZ AN E L THEE L TWE
ER

STPALREERIC, AT v 2~ADANELTZ
DLRNILVDOERZDEELEFT, BIEOH
AHORITNIE, STPAIZETTE EH A
ZDIERIL [RFLP] @ [F] RTFv 7THHE
SNET,

49 2025-11-21 - Version 1.0 |

o

|
| R - Requitements (F - Functional : | e p—— —
) : Stakeholder Develop User > Ln-P;:zl_; L P - Physical :
v ~ : Develop Initia Needs, Project Stories SUhsyetams, Perform Trade
: Develop Initial User Stories Constraints, Describing Allocate the Usar Studies to Select
H "Black Box" | | for System N Compli > How System Story Flows to Rfaal;uzsgst?mls
8 System IT—{] 1 Other mhaves (No Logical L og bc tog cal | _ _ _ _ _
2 \ Eoncept with its Requirements sign yet. Subsystems. an s oI
“; h | Environment Just behavior.) Develop RFP Develop Supplier
z £ ~ Requirements . Specifications J
iy -
2 E
T o
I
0
E
2
3 _
@0 : Develop
Mh‘.lgallons for
Loss Scenarios
A
:Step1- ]
| Define Losses !
:Step 3 - [ :Stepa-
v Identify Unsafe | Develop Loss
. Control Actions Scenarios that
: Step 1 - Identify Hazards o Lead to Unsafe
" that Could Lead to Lossgl Control Actions |
= @
29 .
g 2 :Step 2 - Assign |
=} : Controller
s Responsibilities
3 LR
:Step 2-
Identify
Feedback
i
[ T 1
g art36.44.1- ) iPast46.4.1- | ‘gmz_ ' l 4
d " : Part 4.2 - .
% E Hazar:is Specification of Safety Haz:::isAi:Ii 1
ey termine 1;222:;“ Mechanisms Describe Hazardous
ER] Behavior at S . Events <for item>
N § Vehicle Level | <for item> .rﬂequlremenls _
2 .
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Functional and Logical Needed for STPA Step 2

T5 - ISO 26262

act [Activity] Integrated STPA, SE, and ISO 26262 Proc

ss [ Integrated STPA, SE and ISO 26262 Proc

e Although it is easy to miss in casual
reading, in Part 3 5.4.1b ISO 26262
requires the functional behavior at
the vehicle level as an input.

» STPA likewise requires this level of
definition as an input to Step 2. No

behavior concept? You can’t do STPA.

* This information comes from the “F”
step of “RFLP”.

o I tFHmUIEITTIHREE LAD TI A,
1ISO 26262M/X— ~354.1bTld., BEML NI
DOHEBERBIEZ AN E L THEE L TWE
ER

« STPALEIERIC. AT v 2~DANBELTE
DLRNILVDOERZDEELEFT, BIEOH
AHORITNIE, STPAIZETTE EH A

« ZOEWIE [RFLP] @ [F] T v 7Hnig
SNET,
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o

|
| R - Requitements (' F - Functional : | ¢ —— —
- S :Sta.:(aholdar Develop User y Ln_lglcal .Idfenm‘y Eeunysical :
W : Develop Initial Needs, Project Stories s by“"; G Perform Trade
:Develop Initlal User Stories tral Describing il s ams. Studies to Select
@ Constraints, [EE— Allocate the User s
w "Black Box" L | for System N Compli How System Story Flows to Real Subsystems
8 System T 1 Other Beha.ves (No Logical fog Bl;ch Iioglcal ,,,,,
i—' Soncept with Its Requirements design Vef' Subsystems. LTl
= | Environment Just behavior. ) Develop RFP Develop Supplier
. 2 - Requirements | \ Specifications J
% ; N L
3£ . _
T o
I
0
E
2
g | S
@0 : Develop
Mitigations for
Loss Scenarios
A [
A 3 :Step2- |
Def'.smf U Model Control
s osses | Structure and ) .
| Normal Control ( : Step 4 - R
¥ __ Actions Develop Loss
. lon: | Scenarios that
: Step 1 - Identify Hazards | Lead to Unsafe
o that Could Lead to Losses Control Actions |
&8 .
g 2 :Step 2 - Assign |
=2 : Controller
Za Responsibilities
E N
:Step1- )
Define “Black
Box" System
Constraints to || i
| Prevent Losses | Feedhack
@ [ I . LJ J l N
o Part 3 5.4.1b - | iPart36.441- | " ™ e — 1
;8 ltem Hazard Rastae.a1- :Part464.2- Part 3 6.4.2.1
5 & Requirements Analysis SP?S:::::;T of Safety Hazard Analy:
é‘: % BF::;;u:li_n:malt SD: ?rralmi Safety Mechanisms DeE:critbe;laz?trdol;s
avior af afety Goals ; ents <for item
M § Vehicle Level | <for item> hRequlremenls -
8 4 g
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1) STPA Step 2 Sets Safety Goals for the ltem

T5 - ISO 26262

e STPA Step 2 “Controller

Responsibilities” become the ISO
26262 “Safety Goals” for the Item.

e STPARXRTwv 72 [y ibE—
3@%&JM\74?A®BO
26262 [ BE]| (i) £,
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act [Activity] Integrated STPA, SE, and ISO 26262 Process [ Integrated STPA, SE, and ISO 26262 Process ])
I —
I R -Requitements [ F-Functional : | ('L - Logical : Identify ) e )
S— . Stakeholder Develop User .Pypes o fy P - Physical :
W : Develop Initial Needs, Project Stories ks il Perform Trade
W :Develop Inif.lal ) User Stories Constraints, | Describing IRt or Studies to Select
@ 'Black Box" L | for System - S mpli [ How System —f ‘Story Flows to L 1 Rfaaléul:‘szat?mls
8 System IT—{] 1 Other Beha_vas (No Logical 3 og b(: tog cal | _ _ _ _ __
2 Goncept] with Its Requirements design yet. Subsystems. R
“; - Environment | L J Just behavior.) Develop RFP Develop Supplier
E £ ~ ] — - 1 ” Requlremems Specifications
i
0
E
2
@0 : Develop
Mh‘.lgallons for ‘
| Loss Scenarios |
A2 b
iy
n " ~\ : Step 2 -
Def.‘SleLp d ‘ Model Control
B 033es _hs[ | Structure and ) LN
T | Normal Control o Step 3 \ ( ‘Step4- |
b Ectons Identify Uns afe | Develop Loss
. I N Control Actions Scenarios that
: Step 1 - Identify Hazards f— Lead to Unsafe
o that Could Lead to Losses ({Gonirol Actions |
&8
g 2 T :Step 2 - Assign
=2 : Controller
Za Responsibilities |
& T
[1 . [
: Step1- ) Q,
Define “Black | )
Box" System :Step 2 -
Constraintsto |~ Identify
| Prevent Losses | Feedback
7 i
[ T 1
2 - ' - - 0
@ :Part 3 5.4.1b - | :Part36.44.1- | . ™) p 11
;8 ltem Hazard T ol :Part464.2- :Part36.4.21 -
T e Requirements, Analysis, pTechnIcaI Safety Hazard Analysis,
gy Functional Determine Eiat Mechanisms Describe Hazardous
ER] Behavior at Safety Goals Re uirer:e nts Events <for item>
g Vehicle Level <for item> ol w
8 4 .
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A®| STPA Feedback Related to Safety Mechanisms

T5 - ISO 26262

act [Activity] Integrated STPA, SE, and ISO 26262 Process [ Integrated STPA, SE, and ISO 26262 Process ])

o

* STPA Step 2 “Identify Feedback” is
closely related to the ISO 26262
“Safety Mechanisms” for the Item.

«allocate»

Systems Engineering Process

e STPARTY 72 [ 74—FKRvy 7o
DA 1. T AT LD ISO 26262
[ X H=ZX L] &ZEICEE
LTWET,

'R - Requitements )
: Stakeholder
Needs, Project
Constraints,

1

e . : Develop Initial |
[ :Develop Initial | User Stories
"Black Box" | | for System
System T 1
Concept with Its

| Environment |

Other
Requirements

N

[ F-Functional : |
Develop User
Stories
Describing
How System
Behaves (No
design yet.
Just behavior.)

—f

—

[ L - Logical : Identify |
Types of
Subsystems.

| Allocate the User
Story Flows to
Logical
Subsystems.
Develop RFP
Requirements

P - Physical :
Perform Trade
Studies to Select
- Real Subsystems
for Each Logical
Subsystem.
Develop Supplier
Specifications

: Develop
Mitigations for
| Loss Scenarios

L=
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'S

- Step1- ‘
Define Losses

b

‘. : Step 1 - Identify Hazards

~T—{]
Actions

!

Voo

: Step 2 - )
Model Control
Structure and
| Normal Control

:Step 3 -
Identify Unsafe

| Control Actions b—>_

T —

|

[

:Step 4- )
Develop Loss
Scenarios that
Lead to Unsafe

o that Could Lead to Losses ({Gonirol Actions |
& § -
il £ T :Step 2 - Assign
= < ‘ Controller |
Za Responsibilities |
& I
[ (
: Step 1- Q,
Define “Black )
Box" System :Step 2 -
Constraints to || Identify
| Prevent Losses | Feedback
L]
[ T 1
@ ) [1 i [ J J l
8 :Part35.4.1b - | :Part36.44.1- | " . Past 4 6.4.1 - ™ [1 ~,
FR Item Hazard J Tl :Part464.2- :Part36.421- |
5 & Requirements, Analysis, SP?;;T::'I;T of Safety Hazard Analysis,
gy Functional Determine Eiat Mechanisms Describe Hazardous
ER] Behavior at Safety Goals Re “ire,:ems Events <for item>
g Vehicle Level | <for item> _eq
8 X /
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. HARAIZERZICH Y. STPAR T v 7°40)—\E‘l3’6"§“0 Z 1l
AP | HERKDEEWNEDEFRICE>TIFERICKT A LIS
HARA Comes Last! 2 hb LIED A,

act [Activity] Integrated STPA, SE, and ISO 26262 Process [ Integrated STPA, SE, and ISO 26262 Process ])

o

 HARA comes last and is part of | i e

v : Develop Initial Needs, Project Stories Subsystems. Perform Trade

T5 - ISO 26262

: Develop Initial User Stories i Describin, Studies to Select
ST PA Ste 4 "Black PB“" for System g:rs::-amts, 1] How Systeg:n = Ag:::;?:f:; ;J::r 5 Real Subsystems
p . System —] 1 Other Behaves (No Logical for Each Logical | _ _ @
Concept with Its Requirements design yet. Subsystems. Subsystem. ]
Environment Just behavior.) Develop RFP Develop Supplier

e This will seem counter intuitive to

Requirements Specifications
traditional safety practitioners! 1] J T \ﬁ ]
* However, there is a reason that =
this comes last in STPA! ?
VAR

e Attempts to do HARA at the
beginning can easily become o Losees P oo

Normal Control

:Step 3-
¥ actons Identify Uns afe e iop] o5 S

unfocused and drown in Control Actons e

13

all
Systems Engineering Process

:Step 4 -

- " ;hztteé’o.lu ;dl cl‘.::t‘i?o“‘lﬁ:? : s \l/ Control Actions
complexity or lack coherent S PHTT
completeness. ' | st
* STPA provides the cognitive ool ¢

Constraints to Identify

framework to perform an efficient
[ T

HARA. . l ‘ l

* Findings from HARA / Loss _
58 ltem Hazard Bt :Part464.2- “Part36.4.2.1-
. . . % [ Requirements, Analysis, SP?I.?:::::;T of 7 S:‘fet_y Hazard Analysis,
Scenarios are used to iteratively Boson™ | (Wi Sy o] Meshmiens b trioie
;; Vehicle Level <for item> CRCi e $nita

refine the rest of the analysis.
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Integrating STPA into the
ISO/SAE 21434

cybersecurity flow

STPA 7 ISO/SAE 21434 %
AN—YvxaUT4 7
D_L:%ﬁé\big—o
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% SURFACE VEHICLE ISO/SAE 21434

INTERNATIONAL» STANDARD Issued 2021-0%

Road Vehicles - Cyhersecurity Engineering

Foreword

150 (the International Organization for Standardization) is a worldwide federation of national standards
bodies (IS0 member bodies). The work of preparing International Standards is normally carried out
through 150 technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with 150, also take part in the work.
150 collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.

SAE International is a global association of more than 128,000 engineers and related technical experts
in the aerospace, automotive and commercial-vehicle industries. Standards from SAE International
are used to advance mobility engineering throughout the world. The SAE Technical Standards
Development Program is among the organization's primary provisions to those mobility industries
it serves aerospace, automotive, and commercial vehicle. These works are authorized, revised, and
maintained by the volunteer efforts of more than 2,000 engineers, and other qualified professionals
from around the world. SAE subject matter experts act as individuals in the standards process, not
as representatives of their organizations, Thus, SAE standards represent optimal technical content
developed in a transparent, open, and collaborative process.

The procedures used to develop this document and those intended for its further maintenance are
described in the ISO/IEC Directives, Part 1 and the SAE Technical Standards Board Policy. In particular,
the different approval criteria needed for the different types of 150 documents should be noted. This
document was drafted in accordance with the editorial rules of the ISO/IEC Directives, Part 2 (see www
dso. org/directives).

Attention is drawn to the possibility that some of the elements of this document may be the subject of
patent rights, IS0 and SAE International shall not be held responsible for identifying any or all such
patent ﬂ%hts. Details of any ﬁatmt rights identified during the development of the document will be in
the Introduction and for on the 1SO list of patent declarations received (see www. iso. org/patents).

& |SOVSAE Intemational 2021
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Confidentiality Losses are Challenging

T6 - ISO/SAE 21434

__________________________

o Gt Crininlts “ |+ Information leaks (loss of ‘C’) are
Our Organization L difficult to architect against.
Organization

* There is no feedback path.

» Usually, it is difficult to install a
feedback sensor in the cyber
criminal’s organization.

\/\'7 @I\E_I\-‘L\
Gl % " YA N—PRHE

D HEFE

AT —FT7F ¥ —I3EH L
LY,
o T4 — KRRy IRBREALUL,
« BE. YA NRN—JEEEDHERE
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| BERE ([c] 0BR) 1IN

1;;5\;5‘02'%1\ 74—k o —%
ey B2 e HHL L,
\\\\\ P ’ }‘ﬁn! \\ /,
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Determining the System Boundary Can be Challenging

Social Media

T6 - ISO/SAE 21434 = )X T (4T

Te————

: . Cybersecurity
Functional Safety Over the Air

6 > l _
A ﬁlé AN Updates(OTA) . ® 13 U'/r/\__,b:F:L ) = 4
EIRT Y T T — k

V2V Infrastructure
V2VA > 7

Personal Devices @ =y Charé‘;‘g//;/_‘j?éﬂi”g
* Our system is only the car. ARX—bT7 %V = e
*  When the car is off, it is “safe”.
* Everything else is some other * Once we start analyzing cybersecurity, the system scope gets very large.
department’s problem. e “Just the car” will not satisfy anyone.
* We also need to consider all the system states for the car.

e MBLDYRTLIIHLLETEHTHD 8 - g - = :

: Poll [ BAN—wXIUF AL LIEDDE, S AT LOBEBIEBICAE (B,
- BALLEoTLREER [Re] 7 L TERG] CRELERL AL ComTEEe .
© INLUMNET A THEDFMI DRETC, ¢ BHOTRTOVATLREICOVTLEZ ZBELH 5,
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Cybersecurity Basics - C, |, and A

57 -

T6 - ISO/SAE 21434

C = Confidentiality
| = Integrity
A = Availability

2025-11-21 - Version 1.0

C = T £
| =58
A=nR] B4

When using STPA for
cybersecurity, these
become the main losses
we are concerned about.

Copyright Asatte Press, Inc
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Model Loss of Safety, Loss of CIA, and Loss of Mission Capability

T6 - ISO/SAE 21434

L-1 : Loss of Human Life/Health
i - OB KX

L-2 : Loss of C-I-A
C-I-ADIE %k

STPA

Doing STPA for functional safety and
cybersecurity together is highly
recommended.

You may want to add a third loss to
represent excessive sacrifices of

system capability to block the other
two losses.

L-3 : Loss of System Capability
> AT LEEBEDIER
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Z¥| Integrate SE, STPA, ISO/SAE 21434 Workflow

T6 - ISO/SAE 21434

act [Activity] Integrated STPA, SE, and ISO-SAE 21434 Process [ Integrated STPA, SE, and ISO-SAE 21434 Process ]J

o

.R - Requitements p

(L - Logical : Identify )

59 - 2025-11-21-Version 1.0 |

'F-Functional : ) =
o A ATEERTR : Stakeholder Develop User Twpes of Ry s ICH-
- ~ -E::::;z:ir:sllal Needs, Project Stories Suhy:;'stems. sPe;!orm Tsra:ie
o H Igevelop Ini.f:lal Constraints, Describing Allocate the User tudies to Select
@ Black Box | | for System | I Compliance, How System > Story Flows to Ly Real Subsystems
° . th h 8 System | > | Interaction I Other Behaves (No | Logical t fo; Esch IEoglcaI _____
ISO SAE 21434 IS a bOUt 1 8 t e £ Sencapt HALRLE Requirements sesign yel, Subsystems. T sl
= | Environment Just behavior.) Develop RFP Develop Supplier
. E E e I - 7 {] Requirements Spaciﬂnaﬂops
size of 1ISO 26262.
i
. Th . . . d . I
e integration is correspondingly :
3
. 4 L
simpler. 5 (Dovelop
* Mitigations for
| Loss Scenarios
A Voo
« ISO/SAE 21434 (3 1SO 26262 D] swp2-
I :Step1- i Step 2
Eafinalloanas | Model Control
A\ 0) d) /r X\\ T _3_ J e[| Structure and M
N | Normal Control ~ ( . St A h
8 7’ 1 j :Step 3 - :Step 4
© & petions Identify Unsafe Develop Loss
t/\ ~ ~ 0 - Control Actions Scenarios that
O % d) 7"_. &5 A :E) £ A </ >/ 7 : Step 1 - Identify Hazards = Lead to Unsafe
— A 1 \J lJ - e ‘ that Could Lead to Losses L Control Actions
= @
E Qo - -
}[/ - 7'\ L T2 :Step 2- Assign ~
— d\ o) 2 : Controller
o Responsibilities
Z |8 s S
[
: Step1 - Q, )
Define "Black — i X
Box" System :Step 2-
Constraints to | ' Identify
Prevent Losses Feedback
L] 5
4
@
. § {
& [ — : RQ-09-05 - ) ) [1_L] ~
5 : RQ-09-01 - Determine . RQ-09-04 - Risk ) :RQ-09-03 - TARA
o | Item Definition Cybersecruity Treatment
g — { Goals <for item> | Options
2 4
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| Order of TARA,

T6 - ISO/SAE 21434

Treatment, Goals is Rearranged

o

act [Activity] Integrated STPA, SE, and ISO-SAE 21434 Process [ Integrated STPA, SE, and ISO-SAE 21434 Process ])

The ISO/SAE 21434 order of
“TARA”, “Treatment”, “Goals” is
illogical.

(Decide what your goals were
after you do the work)

STPA will rearrange the order.

"Black Box"
System
Concept

«allocate»
Systems Engineering Process

< Develop Initial )

R - Requitements

]

F - Functional :

-

"L - Logical : Identify )

Requirements

e\ : Stakeholder Develop User Types of B Fhysical :

: Develop Initial Needs, Project Stories e Perform Trade

User Stories Dy b ¥ Studies to Select
Constraints, N Becrhing |—— Allocate the User
for System f i r Real Subsystems
| vs R— Compliance, How System Story Flows to —
—>{ | Interaction Other Behaves (No Logical * L for Each Logical
with Its Requirements design yet. Subsystems. SUEEEED

| Environment ) | Just behavior.) Develop RFP Develop Supplier

Specifications

ﬁf

ISO/SAE 21434 @ [TARA] .

[ SILIE | [BE] WS IE
3 FEERERN T,
(FERTHICEEZSE
TLEE LY, )

STPA WIEF % Ml N5

RIE L

ZAEd,
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wallocate»
1SO 26262 Process

| Item Definition

Cybersecruity

| Goals <for item> |

Treatment
Options

:Develop
Mitigalions for
| Loss Scenarios
N v v
:Step2-
:Step1-
Delineel.Posses Model Control
y ~h—= | Structure and [\l
I | Normal Control ~ s
:Step 3 - :Step 4 -
Acti
’ So Identify Unsafe Develop Loss
. . Control Actions Scenarios that
: Step 1 - Identify Hazards | e Lead to Unsafe
: ‘ that Could Lead to Losses Control Actions |
2 @ ~ .
£ 9 . - . 4
g 2 T : Step 2 - Assign T
2 : Controller f—
Sa Responsibilities
& S
i L
:Step1- Q,
Define "Black ) )
Box" System :Step 2 -
Constraints to |’ Identify
 Prevent Losses | Feedback
]
[1 : RQ-09-05 - ) § L. .
:RQ-09-01- ) Determine : RQ-09-04 - Risk ) : RQ-09-03 - TARA
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T/ - SAE STPA Task
Force

Update on the SAE STPA
Task Force Standards and
Recommended Practices

SAESTPAS 27 7 % — X
DIFELHERT T 7T 4
A DEHTIEHR
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SAE STPA Task Force

STPA Task Force Objectives:

* To develop a simple straightforward STPA Standard that defines
the steps, tasks, and flow necessary to execute a System Theoretic
Process Analysis (STPA) system safety evaluation process and
outlines the expected deliverables To align STPA best practices
across industries regarding the implementation and use of STPA
to support hazard evaluations of safety critical applications and to
explore areas suited for STPA use and/or for supplementing other
safety tools.

J3307_202503 - System Theoretic Process
Analysis (STPA) Standard for All Industries

Quality, Testing and Safety, Vehicle Systems and Performance

This is a Current Standard 2025-03-24
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REVISED] 2023-05-22

System Theoretic Process Analysis (STPA) Recommended
Practices for Evaluations of Safety-Critical Systems in Any
Industry J3187_202305

This document provides recommended practices regarding how System Theoretic Process
Analysis (STPA) may be applied to safety-critical systems in any industry.

Existing STPA Recommended Practices

REVISED| 2023-05-22
System Theoretic Process Analysis (STPA) Recommended

Practices for Evaluations of Safety-Critical Systems in Any
Industry J3187_202305

W {S5UED| 2023-09-06

System Theoretic Process Analysis (STPA) Recommended
Practices for Evaluations of Safety-Critical Systems in Any
Industry - Appendix: STPA and Human Machine Interactions
HMIs) J3187-1_202309

[SSUED| 2023-09-06

System Theoretic Process Analysis (STPA) Recommended
Practices for Evaluations of Safety-Critical Systems in Any
Industry - Appendix: STPA and Safety of the Intended
Functionality J3187-2_202309

| currenT [INECTE AT

System Theoretic Process Analysis (STPA) Recommended
Practices for Evaluations of Safety-Critical Systems in Any
Industry - Appendix: STPA and Model-Based Systems
Engineering (MBSE) J3187-3_202309




SAE STPA Task Force

T7 - SAE STPA Task Force

STPA Task Force 2026 — 2027 Objectives:

Publish new J3187 Recommended Practices
appendices —13187-4 STPA and Security
Engineering & J3187-5 STPA and Medical
Devices/Processes (Q1 — 2026)

Update J3187 Recommended Practices base
document to coordinate with new J3307 STPA
Standard (Q4 — 2026)

Update J3187-3 STPA and Model Based Systems
Engineering appendix based on new info since
2023 (Q2- 2027)

Consider update to J3307 Standard based on
These Recommended Practices updates (Q4
2027)

STPAX R 7 7 # — X 2026~2027 B1&E :

BISTHER T Z 77 4 XD f+8x (J3187-4
STPAC X 2T =ZTFT YT,
J3187-5STPA L REMLZE /7 Ot X) % NF
(2026 F1PUS-HA)
#HTL L3307 STPARRIE E S X8 5720,
BIGTHR T 70T 4 AOEARNEZEAEH
(2026 F4PUH-HR)
2023 FLIFFDFHT L WIEFRICED =, J3187-3
STPAG ETIIR—XA X T LTV =T
v DfFexx BT (2027F 562004 HR)
INODOWRTZ7 7T 4 AOEFFICEDIDE,
13307 RIS D EF = 1857 (2027 FH40H
HA)




T8 - Questions

Question and answer
session

BREILNEL Yy 3 v

64 - 2025-11-21-Version 1.0 | Copyright Asatte Press, Inc



Thank Youl

T8 - Questions

David Hetherington
Austin, Texas

+1 (512) 695-1365
David.Hetherington@asattepress.com
David_Hetherington@ieee.org
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